IN THE CLAIMS : 

Please cancel Claim 2 without prejudice to or disclaimer of the subject matter presented 

therein. 

Please amend Claims 1, 6, 7, 9-11 and 13-15 as follows. 

1 . (Currently Amended) An information processing method of receiving encoded 
image data compression-coded for each tile and encrypting the encoded image data, characterized 
by comprising: 

repeatedly forming one tile group from a plurality of adjacent tiles and another tile group 
from a plurality of adjacent tile groups so as to define a hierarchical structure of the tiles and tile 
groups, and for a plurality of partial encoded data that constitute dividing encoded data of a tile 
located at a terminal of the hierarchical structure into a plurality of partial encoded data regarding 
resolution or quality , and arranging the partial encoded data toward the terminal in ascending 
descending order of priority in decryption so as to define based on the resolution or quality so 
that partial encoded data of lowest resolution or lowest quality is arranged at the terminal of the 
hierarchical structure, thereby defining a tree structure that has as nodes the respective tile 
groups, the respective tiles, and the respective partial encoded data; 

generating encryption key information for a node located at an uppermost layer of the tree 
structure for an entire image expressed by the encoded image data; 

executing, up to a node located at the terminal, processing for generating encryption key 
information for a node of interest on the basis of encryption key information generated for a node 
located at an upper laye r and a one-way function, so as to generate the encryption key 
information for each node; 

designating, in the tree structure, a desired node among the plurality of partial encoded 

data; 

setting, as an object to be encrypted, partial encoded data designated in said designating 
step and partial encoded data at a hi gher layer than the layer of the designated partial encoded 
data; and 
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encrypting each partial encoded data set in said setting step using the generated 
encryption key information corresponding to each node t 

when a des i g nation input is g iven to define, as an object to be encr y pted, a de sir e d n od e 
po si t i on in nodes o f the partial encoded data in t he tree structure, setting, as an obj ect to be 
encrypted, partial e ncoded data which is located at a higher layer and contains pa r t ial encode d 
data at the node position that i s defined b y the designation input ; and 

executing e ncryption processing for each partial encoded data, which is set as an object to 
be e n crypt e d, by u sing an encryption key generated for the partial encoded data and outputting 
the encrypted partial encoded data and unencrypted partial encoded data . 

2. (Canceled) 

3. (Original) The method according to claim 2, characterized in that the function 
generates the key information by using coordinate position information of a tile group, a tile, or 
partial encoded data located at the lower layer. 

4. (Original) The method according to claim 1, characterized in that the encryption 
key information of the uppermost layer is output to a predetermined authentication server on the 
Internet. 

5. (Original) The method according to claim 1, characterized in that 

the method further comprises a step of displaying the received encoded data as a 
hierarchical structure of tiles, tile groups, and partial encoded data, and 

the desired partial encoded data of the desired layer is designated from the hierarchical 
structure displayed in the display step. 
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6. (Currently Amended) An information processing apparatus for receiving 

encoded image data compression-coded for each tile and encrypting the encoded image 
data, characterized by comprising: 

means for repeatedly forming one tile group from a plurality of adjacent tiles and another 
tile group from a plurality of adjacent tile groups so as to define a hierarchical structure of the 
tiles and tile groups, and for a plurality of partial encoded data that constitute dividing encoded 
data of a tile located at a terminal of the hierarchical structure into a plurality of partial encoded 
data regarding resolution or quality , and arranging the partial encoded data toward the terminal in 
a s ce nd in g descending order of priority in decryption so as to define based on the resolution or 
quality so that partial encoded data of lowest resolution or lowest quality is arranged at the 
terminal of the hierarchical structure, thereby defining a tree structure that has as nodes the 
respective tile groups, the respective tiles, and the respective partial encoded data; 

means for generating encryption key information for a node located at an uppermost layer 
of the tree structure for an entire image expressed by the encoded image data; 

means for executing, up to a node located at the terminal, processing for generating 
encryption key information for a node of interest on the basis of encryption key information 
generated for a node located at an upper layer and a one-way function, so as to generate the 
encryption key information for each node ; 

designating, in the tree structure, a desired node among the plurality of partial encoded 

data; 

setting, as an object to be encrypted, partial encoded data designated in said designating 
step and partial encoded data at a higher layer than the layer of the designated partial encoded 
data; and 

encrypting each partial encoded data set in said setting step using the generated 
encryption key information corresponding to each node means for, when a desi gnation input is 
given to define, as an object to be e ncrypted, a desired node positi o n in n od e s o f t h e p artial 
encoded data in the tree structure , setting , as a n ob ject to be encrypted, partial encoded data 
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which is located at a higher layer and contains partial encoded data at th e node position that is 
defined by the designation input; and 

means for executing en cr y p ti on p rocessing f or e ach par tial enco ded data, which is set as 
an o bj ect to b e e n cr ypt ed, by using an encryption key g e n e rated for the partial encod ed da ta and 
outputting the encrypted partial encoded data and unencrypted partial en coded dat a . 

7. (Currently Amended) A computer program , embodied in a computer-readable 
medium, which causes a computer that reads and executes the program to function as an 
information processing apparatus for receiving encoded image data compression-coded for each 
tile and encrypting the encoded image data, characterized by comprising: 

means for repeatedly forming one tile group from a plurality of adjacent tiles and another 
tile group from a plurality of adjacent tile groups so as to define a hierarchical structure of the 
tiles and tile groups, and f or a plur ality of partial e n c oded data that constitute dividing encoded 
data of a tile located at a terminal of the hierarchical structure into a plurality of partial encoded 
data regarding resolution or quality , and arranging the partial encoded data toward the terminal in 
ascending descending order based on the resolution or quality so that partial encoded data of 
lowest resolution or lowest quality is arranged at the terminal of the hierarchical structure, 
thereby defining of priority in decryption so as to d efine a tree structure that has as nodes the 
respective tile groups, the respective tiles, and the respective partial encoded data; 

means for generating encryption key information for a node located at an uppermost layer 
of the tree structure for an entire image expressed by the encoded image data; 

means for executing, up to a node located at the terminal, processing for generating 
encryption key information for a node of interest on the basis of encryption key information 
generated for a node located at an upper layer and a one-way function, so as to generate the 
encryption key information for each node ; 

designating, in the tree structure, a desired node among the plurality of partial encoded 

data; 
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setting, as an object to be encrypted, partial encoded data designated in said designating 
step and partial encoded data at a higher layer than the layer of the designated partial encoded 
data; and 

encrypting each partial encoded data set in said setting step using the generated 
encryption key information corresponding to each node means for, when a designat io n i n put is 
given to define, as an o b jec t to be encrypted, a desired node position in nodes of the partial 
encoded data in the tree structu re, settin g, as an object to be encrypted, partial enco ded data 
which is l ocated at a higher layer and contains partial e ncoded data at the node position that is 
defined by the designation input; and 

means for executing e ncrypti o n processing for each partial encoded data , which is set as 
an object t o b e en crypted, by using a n encryption key generated for the partial encoded data and 
outputting the encrypted p ar ti al encoded data and unencrypted partial encoded data . 

8. (Original) A computer-readable storage medium characterized by storing the 
computer program of claim 7. 

9. (Currently Amended) An information processing method of receiving 
information containing encoded data of both encrypted and unencrypted tiles and reproducing an 
image, characterized by comprising: 

repeatedly forming one tile group from a plurality of adjacent tiles and another tile group 
from a plurality of adjacent tile groups on the basis of the received information so as to define a 
hierarchical structure of the tile groups, and for a plurality of partial enc o ded data that constitute 
dividing encoded data of a tile located at a terminal of the hierarchical structure into a plurality of 
partial encoded data regarding resolution or quality , and arranging the partial encoded data 
toward the terminal in ascending descending order of priority in d e cryp tion so as to define based 
on the resolution or quality so that partial encoded data of lowest resolution or lowest quality is 
arranged at the terminal of the hierarchical structure, thereby defining a tree structure that has as 
nodes the respective tile groups, the respective tiles, and the respective partial encoded data; 
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receiving key information to be used to decrypt a tile containing encrypted partial 
encoded data; 

sequentially generating key information up to desired partial encoded data located at a 
lower layer of a tile of interest on the basis of the received key information of the tile and a one- 
way function, so as to generate the key information for each node ; and 

decrypting each encrypted partial encoded data by using the key information generated for 
each partial encoded data. 

10. (Currently Amended) An information processing apparatus for receiving 
information containing encoded data of both encrypted and unencrypted tiles and reproducing an 
image, characterized by comprising: 

means for repeatedly forming one tile group from a plurality of adjacent tiles and another 
tile group from a plurality of adjacent tile groups on the basis of the received information so as to 
define a hierarchical structure of the tile groups, and for a plurality of partial encoded data that 
constitute dividing encoded data of a tile located at a terminal of the hierarchical structure into a 
plurality of partial encoded data regarding resolution or quality , and arranging the partial encoded 
data toward the terminal in ascending descending order based on the resolution or quality so that 
partial encoded data of lowest resolution or lowest quality is arranged at the terminal of the 
hierarchical structure, thereby defming of priority in decryption so as to define a tree structure that 
has as nodes the respective tile groups, the respective tiles, and the respective partial encoded 
data; 

means for receiving key information to be used to decrypt a tile containing encrypted 
partial encoded data; 

means for sequentially generating key information up to desired partial encoded data 
located at a lower layer of a tile of interest on the basis of the received key information of the tile 
and a one-way function, so as to generate the key information for each node ; and 

means for decrypting each encrypted partial encoded data by using the key information 
generated for each partial encoded data. 
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11. (Currently Amended) A computer program , embodied in a computer-readable 
medium, which causes a computer that reads and executes the program to function as an 
information processing apparatus for receiving information containing encoded data of both 
encrypted and unencrypted tiles and reproducing an image, characterized by comprising: 

means for repeatedly forming one tile group from a plurality of adjacent tiles and another 
tile group from a plurality of adjacent tile groups on the basis of the received information so as to 
define a hierarchical structure of the tile groups, and for a plurality of partial encoded data that 
constitute dividing encoded data of a tile located at a terminal of the hierarchical structure into a 
plurality of partial encoded data regarding resolution or quality , and arranging the partial encoded 
data toward the terminal in asce ndin g descending order based on the resolution or quality so that 
partial encoded data of lowest resolution or lowest quality is arranged at the tenninal of the 
hierarchical structure, thereby defming of priority in de c ryption so as to define a tree structure that 
has as nodes the respective tile groups, the respective tiles, and the respective partial encoded 
data; 

means for receiving key information to be used to decrypt a tile containing encrypted 
partial encoded data; 

means for sequentially generating key information up to desired partial encoded data 
located at a lower layer of a tile of interest on the basis of the received key information of the tile 
and a one-way function, so as to generate the key infonnation for each node ; and 

means for decrypting each encrypted partial encoded data by using the key information 
generated for each partial encoded data. 



12. (Original) A computer-readable storage medium characterized by storing the 
computer program of claim 1 1 . 



13. (Currently Amended) A processing method of a server which is connected to a 
network for providing a decryption key for an image containing encoded data of both encrypted 
and unencrypted tiles, characterized by comprising: 

for a plurality of partial encoded data that constitute encoded data of a tile, arranging the 
partial encoded data toward a terminal in ascending descending order of priority in 
decryption based on the resolution or quality so that lowest resolution or lowest quality is 
arranged at the terminal of a hierarchical structure , and storing basic decryption key information 
located at an uppermost layer of the image which has a-the hierarchical structure constructed by 
repeatedly forming one tile group from a plurality of adjacent tiles and another tile group from 
adjacent tile groups; and 

when information that designates partial encoded data to be decrypted is received from a 
client on the network, sequentially deriving , using a one-way function, decryption key 
information from the basic decryption key to a lower layer until reaching the designated partial 
encoded data of the designated layer and, when decryption key information for the corresponding 
partial encoded data is generated, notifying the client of the decryption key information. 

14. (Currently Amended) A server which is connected to a network for providing a 
decryption key for an image containing encoded data of both encrypted and unencrypted tiles, 
characterized by comprising: 

means for, for a plurality of partial encoded data that constitute encoded data of a tile, 
arranging the partial encoded data toward a terminal in ascending descending order based on the 
resolution or quality so that lowest resolution or lowest quality is arranged at the terminal of a 
hierarchical structure of priority in decryption , and storing basic decryption key information 
located at an uppermost layer of the image which has a-the hierarchical structure constructed by 
repeatedly forming one tile group from a plurality of adjacent tiles and another tile group from 
adjacent tile groups; and 

means for, when information that designates partial encoded data to be decrypted is 
received from a client on the network, sequentially deriving , using a one-way function, 
decryption key information from the basic decryption key to a lower layer until reaching the 
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designated partial encoded data of the designated layer and, when decryption key information for 
the corresponding partial encoded data is generated, notifying the client of the decryption key 
information. 

15. (Currently Amended) A computer program , embodied in a computer-readable 
medium, which causes a computer that reads and executes the program to function as a server 
which is connected to a network for providing a decryption key for an image containing encoded 
data of both encrypted and unencrypted tiles, characterized by comprising: 

means for, for a plurality of partial encoded data that constitute encoded data of a tile, 
arranging the partial encoded data toward a terminal in ascending descending order based on the 
resolution or quality so that lowest resolution or lowest quality is arranged at the terminal of a 
hierarchical structure of priority in decryption , and storing basic decryption key information 
located at an uppermost layer of the image which has a-the hierarchical structure constructed by 
repeatedly forming one tile group from a plurality of adjacent tiles and another tile group from 
adjacent tile groups; and 

means for, when information that designates partial encoded data to be decrypted is 
received from a client on the network, sequentially deriving , using a one-way function, 
decryption key information from the basic decryption key to a lower layer until reaching the 
designated partial encoded data of the designated layer and, when decryption key information for 
the corresponding partial encoded data is generated, notifying the client of the decryption key 
information. 

1 6. (Original) A computer-readable storage medium characterized by storing the 
computer program of claim 15. 



-10- 



